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Abstract 

As the world advances towards emerging laboratory techniques and technological advancement, the risks associated with biosecurity are also 

arising. Although there is implementation of biosecurity protocols within laboratory settings, technological advancement is continuously 
imposing risks associated with biosecurity. Biosecurity breaches such as bioterrorism and biowarfare are common forms of biosecurity risks. 

Bioterrorism agents can now be developed in a laboratory setting because of emerging laboratory technologies. Poor biosecurity within a 

laboratory setting leads to the release of harmful agents in the external environment. As the world is becoming connected through the 

internet, cyber-attacks are great threats to laboratory data. Cyber penetration into the laboratory’s data can lead to harmful consequences 

such as data theft and data leaks. There is also potential harmful use of proteomics, genomics, and bioinformatics data through cyber-attacks. 
Emerging laboratory technologies such as CRISPR, synthetic biology, and genetic engineering can lead to the development of harmful 

infectious agents such as polio virus and horsepox virus. There is a need for strict policies to regulate the biosecurity risks regarding emerging 

laboratory technologies. 
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Introduction 
 

Since the global outbreak of COVID-19, worldwide concerns regarding biosecurity have increased (Huang et al., 2021; Ding et al., 2022). 

Patient care usually requires laboratory testing. However, clinical professionals don’t know about the presence of infectious agents in the 

samples, as a result, biosecurity has to be ensured by the professionals performing laboratory tests (Cornish et al., 2021). Within any laboratory 

testing, infectious agents, standard operating procedures, reagents, and instrumentation are evaluated to determine any potential hazards. 

Biosecurity considerations are always in mind to reduce the potential risks (Aspland et al., 2021). Biosecurity is associated with a set of 

precautionary measures to handle pathogenic microbial strains safely within a laboratory (Peng et al., 2018). Pathogenic infectious agents have 

remained a major source of infection and mortality among laboratory workers despite greater awareness. The harms associated with these 

pathogenic agents can be minimized by strictly following the biosecurity protocols (Artika & Ma’roef, 2017). As laboratory capacity is increasing 

worldwide, global health is now associated with biosecurity (Bakanidze et al., 2010). Biosecurity is related to the protection, accountability, 

and control measures adapted for the prevention of theft, loss, misuse, or intentional release of pathogens (Dickmann et al., 2015). 

Laboratory biosecurity is essential to ensure a researcher’s safety from laboratory-acquired infections and the protection of the general 

public from intentional or unintentional exposure to infectious agents (Gaudioso & Zemlo, 2007). The status of biosecurity wi thin a 

laboratory setting can be evaluated by ensuring the general knowledge of laboratory biosecurity, proper use of persona l protection 

equipment, management knowledge of biological safety, adherence to standard laboratory protocols, and awareness level among t he 

persons working in the laboratory (Odetokun et al., 2017). Personnel, physical, material, and information controls are the four basic controls 

of biosecurity (Muneer et al., 2021).  

Biosecurity protocols are not always based on clear evidence. Unnecessary procedures may be adapted because of the gaps in 

nonevidence and evidence-based approaches. This can increase costs and create challenges within laboratories (Blacksell et al., 2023). 

Because of the increase in biosecurity issues within laboratories in recent years, the culture of responsibility among the workers has been 

promoted (Perkins et al., 2019). As the research on pathogenic agents such as parasites, fungi, bacteria, and viruses is increasing there is a 

global risk of emerging biological risks not only related to people but also to the environment (Coelho & García Díez, 2015). Emerging infectious 

diseases pose significant threats to human beings and their surroundings. In addition, biological warfare, bioterrorism, biological accidents, 

and harmful consequences arising from dual-use biotechnology also pose a challenge to biosecurity. Improving the early surveillance 

capabilities is necessary for building a common biosecurity shield for the worldwide community of health (Hao et al., 2022). In order to improve 

biosecurity in a laboratory, it is essential to address the developing challenges, ultimately finding a solution to reduce the biosecurity risks 

(Meulenbelt et al., 2019). This chapter discusses the biosecurity risks that are associated with emerging laboratory technologies so that their 

solutions can be planned.  
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1. Biosecurity Risks Associated with Emerging Laboratory Technologies 

1.1. Laboratory Biosecurity Breaches 

The successful implementation of biosecurity depends upon the commitment of a community towards following the biosecurity principles 
and a proper understanding and knowledge regarding the biosecurity. With the development of biosecurity checklist, necessary steps have to 

be taken in order to implement them. This can be achieved by evaluating the current biosecurity levels. It is very important to avoid biosecurity 

breaches, bioterrorism, and biological warfare (Brizee et al., 2019). Facilities for bioscience are essential for the fight against bioterrorism and 

infectious diseases that arise unexpectedly. However, how bioscience organizations handle the safety and security hazards of organisms that 
cause infectious diseases is being questioned by the public and policymakers. As a result, the way bioscience operates is being directly impacted 

by new national rules in many countries as well as international initiatives from the World Health Organization, the United Nations, and others. 

For bioscience facilities, which have a responsibility to guarantee the safe and secure operation of their facilities, laboratory biosecurity is a 

relatively new and developing concept (Gaudioso et al., 2009). Bioterrorism agents such as Bacillus anthracis, Yersinia pestis, Brucella, 
Burkholderia mallei, and Burkholderia pseudomallei are greater threats to the community as these can be easily grown now in the laboratories 

(Wagar, 2016). As the handling of microbial agents within a laboratory setting may be dangerous, some of the biohazards may be laboratory-

acquired (Ishaque et al., 2021; Laith & Alnemri, 2022).  

Furthermore, chemical hazards may be associated with the corrosive, mutagenic, and toxic substances used as reagents in the laboratories 
(Nieuwenweg et al., 2021). There is a lack of development of laboratories equipped with biosafety level 4 which is essential to response to future 

threats (Michalski et al., 2022). Because of concerns about bioterrorism and emerging infectious diseases, the world is now focusing on ensuring 

biosecurity within a laboratory (Gao et al., 2024). Rapidly expanding technological skills and the more rapid evolution of molecular biological 

disciplines and biotechnology sometimes lead to the development of bioterrorism threats. Another significant element that contributes to the 

complexity of the situation is the quick growth of transnational terrorist groups and their access to resources, tools, and knowledge necessary 
to create biological weapons. Therefore, to minimize negative health impacts and prevent fatalities, a bioterrorism danger needs to be 

recognized and addressed (Krishan et al., 2017; Wani et al., 2022). A bioweapon production facility is essentially a regular microbiological lab 

on a smaller scale. With the use of genetic engineering techniques, research on microbes in pathology and epidemiology that leads to the 

creation of a vaccine to stop and manage the disease outbreak could be purposefully used to create vaccine-resistant strains for use in terrorism 
or conflict (Aduojo et al., 2022). Poor biosecurity within a laboratory causes the release of harmful agents (Barras & Greub, 2014; Reardon, 

2014; Rathjen & Shahbodaghi, 2021). People can be protected by following specified guidelines while applying biosecurity laboratory measures. 

Through data collection, analysis, and distribution, medical intelligence plays a critical role in tracking and evaluating the threat of bioterrorism. 

By comprehending and putting into practice strict biosecurity procedures in labs, the medical intelligence community may contribute to 
preventing bioterrorism and preserving public safety. Medical intelligence must prepare for bioterrorism attacks, which can happen at any 

time, by researching and evaluating bioterrorism threats, analyzing data so that the government can implement the necessary policies to 

promptly detect and track the spread of infectious diseases, and creating disease prevention plans (Subariyah et al., 2023).  

 

1.2. Cybersecurity Risks 
As organizations are becoming dependent upon networks, clinical laboratories, and healthcare organizations are now becoming vulnerable 

to cyber-attacks (Patel et al., 2023). Cyber penetration of lab equipment provides access to the laboratory’s sensitive scientific data. Access to 

laboratory equipment such as incubators, refrigerators, and freezers can lead to the destruction of valuable reagents and microorganisms. 

Furthermore, protein and genomic sequences present in electronic devices may be altered, misused, destroyed, or theft (Reed & Dunaway, 
2019). In the era of rapidly advancing laboratories, biotechnology, and medical research, the use of interconnected technologies for patient care 

and health is causing these laboratories to become vulnerable to cyber-attacks (Huff et al., 2023). Internet-connected instruments and 

applications of software in the medical field are causing their increased vulnerability to cyber-attacks (Bhatia, 2024). Healthcare systems are 

at greater risk of cyber-attacks due to the sensitivity of the information present in the healthcare systems. As the laboratories are now using 
information technology, digitization, and computerization, they are highly vulnerable to cyber-attacks (Lippi et al., 2025). High-containment 

laboratories carry out critical research on infectious diseases, produce vaccines, and provide diagnostic services for high pathogenic agents. 

The modernization of these laboratories has made their infrastructure depend upon cyber-connected networks (Crawford et al., 2023). As these 

laboratories create critical data, they become vulnerable to cybersecurity concerns (Bhushan, 2023). Cyber-attacks can adversely affect the 
genomics data (Sheldon et al., 2024). Medical devices are now connected with communication and information technology. However, this 

advancement in technology is causing internal and external security threats (Kim et al., 2020). Devices that communicate with the internet for 

operation can be attacked by cyber-attacks. Such a cyber-attack can lead to harmful consequences such as data theft and patient harm 

(Badrouchi et al., 2020).  

Biological laboratories, facilities, storage systems, data transfer systems, software for data analysis programs, integration systems for 
biological research, systems for improving healthcare, and pathogen surveillance systems are at risk of cyber-attacks (Berger, 2020). 

Biotechnology has become more accessible and novel treatments have been developed more quickly. Thanks to the convergence of 

biotechnology advancements with laboratory automation, data access, and computational biology. Yet, the digital age’s expanded availability 

of biotechnology has also raised new security issues, leading to the development of the field of cyberbiosecurity, which combines biosecurity, 
cyber-physical security, and cybersecurity. With the rise of this new field, a rational, repeatable, and collaborative method for assessing system 

and facility vulnerabilities to cyberbiosecurity threats is required (Schabacker et al., 2019). Healthcare point-of-care systems, which have been 

extensively utilized in hospitals to offer medical experts cutting-edge solutions, are one important factor to take into account when it comes to 

cybersecurity and privacy issues. Point-of-care systems give clinicians a comprehensive picture of patients’ status, facilitating prompt responses 
and avoiding emergency circumstances.  Point-of-care systems are platforms that use gadgets and software to gather, process, and display data. 

It becomes clear that numerous threats could result in data leaks or breach incidents when massive volumes of data, including private health 
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information and sensitive medical data are shared across different systems (Jofre et al., 2021). With the proliferation of proactive mobile 

healthcare, the market for wireless biomedical devices such as wearables, implantables, ingestibles, and different injectables is growing quickly. 

Although the expansion of wireless biomedical devices expands the range of medical services available, the use of these technologies puts users’ 
privacy and security at risk (Vakhter et al., 2022). As the threats of cyber-attacks on laboratories are increasing day by day, rapid actions have 

to be taken (Ayala, 2016).  

 

1.3. Genetic Engineering 
In addition to the advancements in science and technology in laboratories, the production of new microorganisms is now possible which 

is a great threat to humanity (Trump et al., 2020a). The advancements in genomics, proteomics, and bioinformatics now have abused use 

(Fatollahi Arani & Zeinoddini, 2023). Synthetic biology provides support for the development of dangerous infectious agents. It has now become 

possible to obtain the whole genome sequence of lethal pathogenic agents. Furthermore, the methods of increasing the pathogenicity of 
infectious agents are now described. Barriers to the development of infectious agents now have been removed (Wang & Zhang, 2019; Wang et 

al., 2021). It was reported that the abusers were able to synthesize horsepox virus through the DNA fragments ordered online (Medaglia et al., 

2015). CRISPR technology has also undefined health consequences (Yin et al., 2018; Zhang et al., 2018). It is currently hard to measure the 

degree of exposure to synthetic biology hazards. We are unable to predict with certainty which platform could be utilized to create a biological 
weapon or danger. We also have no way of knowing who a biological strike will target. Third, we don’t know how the weapon will be used 

against the target, therefore it’s difficult to forecast the effects of release. The use of aerosolized spray containing the disease at the center of 

mass transit or transferring a computer virus encoded in genetic material to a specialized laboratory for computer hacking upon sequencing 

are some possible strategies (Trump et al., 2020b). After being released from the laboratory, genetically engineered microorganisms have 

indirect or direct effects on the external environment (Zhou et al., 2019). Any virus can now be developed in the laboratory with the help of 
genetic engineering (Gómez-Tatay & Hernández-Andreu, 2019).  

 

Table 1: Biosecurity risks associated with emerging laboratory technologies  

Biosecurity risks Reference 

Biosecurity breaches, bioterrorism, and biowarfare Brizee et al., 2019 
Bioterrorism Gaudioso et al., 2009; Subariyah et al., 2023; Gao et al., 2024 

Bioterrorism agents such as Bacillus anthracis, Yersinia pestis, 

Brucella, Burkholderia mallei, and  Burkholderia pseudomallei 

Wagar, 2016 

Biohazards Ishaque et al., 2021; Laith & Alnemri, 2022; Laith & ALnemri, 2022 

Chemical hazards Nieuwenweg et al., 2021 
Bioterrorism, biological weapons Krishan et al., 2017; Wani et al., 2022 

Biological weapon Aduojo et al., 2022 

Release of harmful agents Barras & Greub, 2014; Reardon, 2014; Rathjen & Shahbodaghi, 2021 

Cyber attacks Ayala, 2016; Berger, 2020; Patel et al., 2023; Huff et al., 2023; Bhatia, 2024; 
Lippi et al., 2025 

Access to the laboratory’s sensitive scientific data Reed & Dunaway, 2019 

Cybersecurity concerns  Schabacker et al., 2019; Bhushan, 2023 

Threats to the genomics data  Sheldon et al., 2024 
Internal and external security threats  Kim et al., 2020 

Data theft Badrouchi et al., 2020 

Data leaks Jofre et al., 2021 

Privacy concerns  Vakhter et al., 2022 

Production of new microorganisms  Trump et al., 2020a 
Abused use of proteomics, genomics, and bioinformatics Fatollahi Arani & Zeinoddini, 2023 

Development of dangerous infectious agents  Wang & Zhang, 2019; Wang et al., 2021 

Development of horsepox virus  Medaglia et al., 2015 

Undefined health consequences  Yin et al., 2018; Zhang et al., 2018 
Hazards of synthetic biology  Trump et al., 2020b 

Genetically engineered microorganisms Zhou et al., 2019 

Development of viruses Gómez-Tatay & Hernández-Andreu, 2019 

Development of superbugs Van Puyvelde et al., 2018 
Development of polio virus  Jameel, 2011; Sun et al., 2022 

Hazards of CRISPR technology West & Gronvall, 2020 

Development of synthetic viruses Maclntyre, 2015 

 

Genetically engineered microorganisms can lead to the development of superbugs if they are released in the external environment (Van 
Puyvelde et al., 2018). Polio vrius has now been developed through synthetic biology (Jameel, 2011; Sun et al., 2022). The biological sciences 

and medical research are being transformed by the potent gene-editing technology known as CRISPR. Additionally, the technology has been 

made more accessible. The cost of using CRISPR is inexpensive and steadily declining, kits are readily available to make the process simple, and 

the body of scientific literature on CRISPR techniques and innovative applications is expanding quickly. But like other significant developments 
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in the life sciences, CRISPR presents biosecurity issues because it might be abused and because it reduces the technical obstacles to the 

production of biological weapons, highlighting the hazards to biosecurity (West & Gronvall, 2020). Our biosecurity is at risk due to the fact that 

our systems, thinking, education, legislation, and policies are falling far behind significant scientific advancements. The threat to global 
biosecurity is being addressed by the need for new systems, legislation, productive operational models, and ways of thinking. Synthetic viruses 

and genetic engineering of pathogens are real, and dual-use science is rapidly accelerating. The public availability of dual-use genetic 

engineering methods, along with the insider threat, presents an unprecedented risk to biosecurity (Maclntyre, 2015). Raising awareness of the 

biological risks connected to laboratory activity or the improper use of biotechnology is a first and crucial step in achieving biosafety and 
biosecurity sustainability. In any nation that uses biotechnology, increasing awareness can help implement biosafety and biosecurity concepts 

by expanding the capacity to recognize and address potential biohazards that are not yet known (Laith & ALnemri, 2022). Biosecurity risks 

associated with emerging laboratory technologies have been summarized below in Table 1. 

 
Conclusion 

As there has been a great advancement in the field of research and laboratory techniques within the past few years, there are also 

limitations associated with this advancement. Biosecurity risks are one of them. Although the worldwide focus is on the maintenance of 

biosecurity protocols within a laboratory, there is still a need for the development of protocols in order to prevent biosecurity breaches such as 
bioterrorism, biowarfare, data leak and data theft as these breaches can lead to harmful consequences. As the world becomes interconnected 

through internet networks, they become vulnerable to cyber-attacks. Furthermore, synthetic biology such as genetic engineering can lead to 

the development of harmful infectious agents which is a great threat to humanity. 
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